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A) NETWORK SECURITY

1- ACCESS RIGHTS

To implement our security policy, a domain has been created. The latter is managed by a domain controller. Access to data requires you to have identifiers (Login / password) to access a session and be able to find all the information to which this profile is entitled. This therefore allows us to track all user activities through log logs and to be able to control the flow and access to data. A series of shared drives are created, each mapped with the users who should have access to them as well as the permissions (read / write / not allowed).
The IT department delimits the restricted access areas and installs the security systems and the necessary equipment according to a threat and risk assessment (fire detection, extinguishers) Management also ensures that the necessary measures are put in place to protect the equipment and the information it contains (access to the USB key disabled, access to the office restricted during each session, no authorization to administrative commands).



2- IMPLEMENTATION OF GPOs

Group policies are sets of settings that apply to users and computers. They make it easier to manage the security of one workstation or several workstations in a Domain. They allow, for example, to redirect the My Documents folder, to deploy Software according to the services of a company or to users. GPOs exist from the creation of a Domain, this is where the various operations of the domain are registered. There are two types when the domain is created. The GPOs set up in our case allow us to control the different profiles and their rights. Indeed, thanks to these GPOs, we are able to restrict access to certain workstation resources depending on the profiles. For example, not all call center sessions have the right to install third-party software on workstations. Several GPOs have been set up and are classified according to departments.






3- ANTIVIRUS MANAGEMENT

An antivirus server has been set up in the network. Indeed on this server is installed ESET ANTIVIRUS which performs regular updates by connecting to the ESET server from the Internet. It is also installed on all workstations in the company (Production, Administration). Given the security policy in place, they carry out their updates directly from the local server and thus protect us from the risk of viral or worm infection.
In case of infection, a full scan of all disks is immediately performed to remove the threat as soon as possible.


4- MAIL AND INTERNET MANAGEMENT

Management ensures that measures are put in place to prevent SPAM, inform and supervise staff on the use of electronic mail and the Internet. Internet access is only permitted by administrative staff and opening email attachments is done with care to limit the execution of malicious code. An Internet access schedule is also defined to better manage the QOS.


5- TRAINING OF USERS

The objective of user training is to make them independent in the use of tools and applications that are useful for performing their tasks in the company. For each new application developed by the department, operational training is scheduled and a user manual is provided. The other part of this training consists of raising awareness of the threats related to the security of the internal network (use of USB keys, use of sessions, etc.) training or action to be taken in the event of an incident related to personal safety .


B) APPLICATION SECURITY

1- ACCESS RIGHTS

Logon credentials provide access to basic resources (readers only), and they do not guarantee access to the applications necessary to conduct business. Access rights are used to define, locate and limit user actions on well-defined functionalities in an application. Depending on the type of applications, these rights may vary but, except in exceptional cases, they will include a right to administer the application and a right of access to the main functionalities for the users for whom the application is intended. For databases, the definition of rights is up to the CIO who assigns them to administrators or developers according to their profile.



2- ENCRYPTION

Encryption is a process designed to protect the confidentiality of certain application data. The application specifications must express the need to make certain sensitive information confidential so that in the event of theft, this data cannot be used.
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1- REMOTE BACKUP

As for the external data backup, it consists in depositing certain data on a remote space. In our case, this is a space at OVH accessible via an FTP link or an FTP client. This space is secure and sometimes allows us to keep certain data such as updates of certain business applications, backups of certain applications and website.
Internal server
  OVH
                    Internet (FTP link)






II- SECURITY IMPLEMENTED IN THE FACE OF TELEWORKING
Mobility and teleworking increase the number of exchanges and the doors of access to sensitive company data. Now more than ever, companies are increasingly using telework, currently imposed by national containment linked to the Covid-19 or coronavirus pandemic. However, remote work, operated on the Internet, is not without risks for the protection of sensitive company data. We have therefore revised our security policy and adapted it to the mobility of our managers and telephone advisers because on the one hand, we tend to be less vigilant when working from home, where our personal practice is less strict. Secondly, we are more exposed to phishing attempts or fraudulent emails. Third, personal networks are less well protected against cyber attacks than private corporate networks. It is therefore essential to limit the risks as much as possible by putting in place the right tools and establishing secure practices.
There are three major cyber risks associated with teleworking:
1. the inability of our telecom advisors to have access to the necessary resources to work;
2. contamination of the corporate system through a security breach of the computer used by the employee (and vice versa);
3. data leakage or loss.
In light of this risk analysis, here are the main actions implemented to protect your data:
• Provide a dedicated work computer and phone for employees.
• Open a secure VPN for each employee (Virtual Private Network, virtual computer network).
• Set up two-factor authentication to access workspaces (sending a code by SMS to connect).
• Use of online collaboration tools (Google Drive and Dropbox for files,).
• Restrict access to sensitive data to as few people as possible.
• Make teleworkers aware of IT risks (implementation of Best practices)
• Provide a list of direct and reliable contacts to reach for any security-related question.
• Establishment of a roadmap to follow in the event of a cyber attack (who to contact, emergency procedures, etc.).

III- PHYSICAL SECURITY
1. Secure access to production facilities
In order to provide security to people (employees), we have implemented certain security measures:
· Access controlled by badge-holders (inside and outside the doors)
· The trays and the whole building are monitored by surveillance cameras 24 hours a day and whose data is stored on a large capacity disk
· Implementation of a smoke / fire detection system
· Installation of a fire extinguisher device
· Staff evacuation diagram or circuit in the event of fire displayed everywhere as well as the persons to contact
· Building with two generators in redundancy
· Building controlled by regulators

2. Security of access to the technical room

· Room well closed and controlled by a biometric device;
· The log files (badger) are saved and kept for audit needs
· Access limited only to IT staff;
· Room well ventilated by air conditioning equipment
· Room equipped with a smoke and fire detection device
· Room equipped with several fire extinguishing devices
· Room under video surveillance
· The servers are supplied by several inverters
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