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1. Procedure

Please go through steps below and for more details and snapshots’ elaboration refer to chapter 2 of this document:

1. Check if computer name is not already used in the network (this action require a restart of the computer to
take effect)

2. The first launch of Vocalcom Hermes Net Application in the agent PC, need to be done with user with full
administrator right to be able to install and register the necessary application ActiveX. After that any user
connected to the configured PC can use the application.

Disable Windows Firewall
If Windows 7 or 8, disable Windows Defender
If headsets are equipped by a sound device, disable the integrated soundcard one

It is recommended to have the latest version of IE installed.

N o v o~ W

Add the web server IP to trusted sites in Internet Options, and then allow all ActiveX to that group except
“Only Allow approved domains to use ActiveX” which must be disabled in IE settings under trusted sites. Enable
“Access data sources across domains” under miscellaneous.

8. Under "Privacy’ tab of Internet Options, disable the popup blocker, and it's recommended to allow cookies

9. When agent’s interface is loaded, open Soft tab on right top side of the screen, click on “Soft phone” and select
input and output devices to use.

10. Make sure that web server IP which was added in trusted sites is not added in compatibility view settings.
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2. Screenshots
2.1. Disable Windows Firewall

Go to start -> Control Panel -> Windows firewall -> Turn Windows Firewall on or off and check the box to disable
firewall.

P ——
s Bl

| Gﬁ. @ » Control Panel » All Control Panelltems » Windows Firewall - E‘, H Search Control Fanel pel [
= —_— — — —_—

@

- sy e s
Controt fanel Home Help protect your computer with Windows Firewall

Allow a program or feature

) k Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall

through the Intemet or 2 network,

@ Change notification scttings
® Tum Windows Firewall on or
off

®) Restore defaults

How does a firewall help protect my computer?

What are network Iocations?

0 For your secunity, some settings are managed by your system administrator,

%) Advanced settings

§ i Connected (&)
Tt iy kel . @ Domain networks g
Networks at a workplace that are attached to a domain
Windows Firewall state: On
Incoming connechons: Block all connections to programs that are not on
the list of allowed programs
Active domain networks: B cone
Nctification state: Notify me when Windows Firewall blocks a newr
program
l @ Home or work (private) networks Not Connected (%)
l g Public networks Not Connected (%)
See also
Action Center
Network and Sharing Center
\

@.3‘« Windows Firewall » Customize Settings -l;,” Seorch Control Panel p]
= E— - — — S — |
Customize settings for each type of network
You can modidy the firewall settings for cach type of network Iocation that you use.
What are network locations?
) For your securty, some settings are managed by your system ademinist rator
Domam network lacation settings
| 9 & Tum on Windews Firewall
| Block all incoming connections, inchuding those in the ;flal abiowed pregrams
[¥] Netify me when Windows Firewall blocks a new program
v Tum off Windows Firewal| (not recommendes
Home or work (pavate) network location settngs
a 1 Tum on Windows Firewall
Black all incoming connections, including those in the st of sliowed programs
7] Notify me when Windows Frrewall blocks 3 new program
a @ Tum off Windows Firewall (not ded)
Public network location zettings
I a %) Turm on Windews Firewall
Bleck all incoming connections, including these in the kst of zliowed programs
Notify me when Windews Firewall blocks a new prograr
| @ Tum off Windows Firewall (not
| v
. Ok ]| Cencd |

For the PC managed by a Domain server, the security Policies need to allow traffic on the below port to VOCALCOM
server (both directions):
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Role Module Port ‘ Protocol Action
http 80 TCP
https 443 TCP
Proxy 9990 - 9999 TCP
ScreenSharing 5002 TCP .
Agent Permit
SoftPhone
49152 - 49351 | UDP
RTP
Softphone 50000 -50199 | UDP
SIP 5060 UDP/TCP

2.2. Disable Windows Defender:

Go to start ->Control Panel ->Windows Defender ->Tools->Options->Administrator and uncheck the box use this
Program.

"Hid Windows Defender =8 =

-~ o~

#e Home /‘5 Scan |+ @ History & Tools @) -

Protection against spyware and potentially unwanted software

Updated definitions enable detections of the latest harmful or unwanted [ Check for updates now ]
software and prevent it from running on your computer.

Go online to view troublechooting tips

Status x
Last scam: 3/11/2012 at 815 AM (Quick scan)
Scan schedule: Daily around 2:00 AM [Quick scan)
Real-time protection: On

Antispyware definitions: Version11191972.0 crested on 2/14/2012 2£10:37 PM
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2.3. IE Settings:
2.3.1. Security Settings

You need to add the IP address of Vocalcom to trusted sites.

Then on Customer Level... you need to ensure the below are checked:

Settings

¥ ActiveX controls and plugs | =
¥, Now ActiveX Fltering
) Disable
@ Encble |
¥ Alow previously unused ActiveX controls to run without pron
) Dsable
9 Enable
9, Alow Scriptiets
() Dsable
Enable
) Prompt
¥ Automatic prompiing for ActiveX controls
) Disable
@ Enable
¥ Bnary and sarpt behaviors E
) Admnistrator approved
) Disable
© Enable
¥ Duplay video and ammation on a webpage that does not us
) Disable
¥, Download sgned ActiveX controls
) Disable
8 Enable
) Prompt
¥, Downioad unsigned ActiveX controls
) Oisable
® Enoble
) Prompt
|9, Initaize and sorpt ActiveX controls not marked as safe for ¢
(D) Dasble
© Enable
() Prompt
@ Only sllow approved domans to use ActveX without prompl
9 Dsable

e
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2.3.2. Privacy Settings

On the privacy tab you need to uncheck “Turn on Popup blocker” and “Disable toolbar and extensions...”

In Advanced Privacy Settings you need to do the following configurations:

7z -

Options ’_9W_SL!‘5I.§“' —
New Tab X

ey [
Settngs

To set a standard privacy level Instead of using custom
settings, chok the Default button,

Custom

« Advanced or mported settngs

Hermes.Net Admin Micry

[ ostes | [ twport

Locaton

jry Never allow websites to request your
~ physical location

Pop4p Blocker

[ Tumn on Pop-up Bocker

Infrivate

[ Disable toolbars and extensions when

2.3.3. General Settings

On the General tab make sure you uncheck “Delete browsing history on exit”.






