[image: image2.png]






       [image: image1.png]



CUSTOMERS VPN TECHNICAL SPECIFICATIONS

Document Information and Versionning
	Company  Name
	MEDIA CONTACT CAMEROON

	Reference
	

	Version
	Date
	Visa
	Object

	1.0
	
	
	

	
	
	
	


Customers Information

	Main Contact
	Name
	Charlo AKUEGNON

	
	Position
	Responsable Filiale MCCAM

	
	Postal Address
	B.P. 10327 Douala

	
	Email
	cakuegnon@groupmediacontact.com

	
	Phone
	+237 673 14 62 20

	
	Fax
	

	Technical Contact
(if different)
	Name
	Léandre AGUIAH

	
	Position
	Responsable Technique groupe MEDIA CONTACT

	
	Postal Address
	

	
	Email
	laguiah@benin.groupmediacontact.com

	
	Phone / Fax
	+229 97768853 / +229 95188472


MTN Information

	Main Contact
	Name
	Richard Kokossai

	
	Position
	Specialist, Core Network Planning

	
	Postal Address
	P.O 15574 Douala Cameroon

	
	Email
	richard.kokossa@mtn.com

	
	Phone
	+237 6 77 55 11 66

	
	Fax
	

	Technical Contact
(if different)
	Name
	DACKO GOUDJO Gabriel

	
	Position
	Datasecurity Team Leader 

MTNC MS

	
	Postal Address
	HUAWEI Cameroon

	
	Email
	dacko.gabriel@huawei.com

	
	Phone /Fax
	+237 677-55-18-50


Detail Information for the connection 
The following data is needed in order to correctly implement the connection according to the operator requirements. If a column is already filled, this is the service default, and any variation must be individually authorized.

 Please, fill in the data where indicated when this kind of connection is required.

 Connection Type

	Description
	Value
	Remarks

	Connection Type
	VPN-IPSEC TUNNEL MODE
	Not variable


VPN Devices Information

	Description
	Value (VAS)
	Value (MTNC)

	VPN Platform
	
	Juniper SRX 5600

	VPN Version
	
	JUNOS Software Release [12.3X48-D75.4]


IKE Policy - Phase 1

	Description
	Value
	Remarks

	Mode
	Main
	Not variable

	Authentication Method
	Pre shared Secret
	Not variable

	Pre shared key
	To be Shared
	The key needs to be defined by phone or fax 

	Data Integrity
	( SHA-256
	SHA-256 is preferred

	Encryption Algorithm
	( AES-256
	AES is strongly recommended

	Diffie-Hellmann Group
	( Group 2
	Group 14 is preferred

	IKE Lifetime
	86400 seconds
	


IPSEC Policy - Phase 2

	Description
	Value
	Remarks

	SA Negotiation
	ESP
	Not variable

	Data Integrity
	( HMAC-SHA-256
	SHA-256 is preferred

	Encryption Algorithm
	( AES-256
	AES is strongly recommended

	Perfect Forward Secrecy (PFS)
	( Enable
	Enable is preferred.

	Diffie-Hellmann Group
	( Group 2
	Group 14 is preferred

	SA Lifetime
	1Hour(s)
	1hour recommended


Network Parameters – MTN Side

	Description
	Value
	Remarks

	VPN Terminator Address
	196.202.236.148
	

	Encryption Domain
	196.202.236.80/28
196.202.236.104/29
	


Network Parameters - VAS Side

	Description
	Value
	Remarks

	Peer Address
	
	

	Encryption Domain
	
	


Traffic Parameters - MTNC and VAS
Each table is used for the same policy (exactly the same source, same destination, and same port). Use a new table if there is some information different between the source, the destination or the port.

Source IP address:  IP address at customer’s side

Destination IP address: IP address at MTNC side

Protocol: TCP/UDP/IP

Ports: Specific port

	Description
	Value
	Remarks

	Source IP Address(es)
	196.202.236.80/28
196.202.236.104/29
	

	Destination IP Address(es)
	xxxx
	

	Protocol(s)
	Any
	

	Port
	
	


	Description
	Value
	Remarks

	Source IP Address(es)
	192.168.1.1/24
192.168.1.2/24
	

	Destination IP Address(es)
	196.202.236.80/28
196.202.236.104/29
	

	Protocol(s)
	TCP/UDP/IP
	

	Port
	5060 (Port SIP)
Port RTP ou audio (49152 – 98304)
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