

 VPN CONFIGURATION DETAILED FORM


VPN service description

(Please give evidence of the connection’s main goals in capsule form)

[bookmark: OLE_LINK1][bookmark: OLE_LINK2]MTN CI contacts 

	Name
	Telephone
	E-mail

	Arsène YAPO
	+ 225 05841735
	arsene.yapo@mtn.com 
 

	Baudelaire KONE
	+ 225 04587676
	baudelaire.Kone@mtn.com




Partners Contacts  
	Name
	Telephone
	E-mail

	Leandre AGUIAH
	+229 97768853
	support@benin.groupmediacontact.com

	N’GUESSAN KOUAKOU N’GORAN BLANCHARD
	+225 77145187
	dsimcci@groupmediacontact.com







Information:    
                                                 
	MTN CI
	Partner   

	                            IP VPN 

	196.47.188.130
	105.235.124.4 / 248

	Version VPN Equipments 

	 Firewall Cisco ASA 5525
	 ISA PROXY 2006

	VPN modules 
	VPN + DES
VPN + 3DES + AES
	VPN + 3DES + AES

	VPN Protocols 
	IPSec (AH, IKE)
	IPSec (AH, IKE)




Information Tunnel:
	Parameters
	MTN CI
	Partner 

	Authentication Method
	Pre-shared Key
	Pre-shared Key

	Encryption Schema 
	IKE
	IKE

	Perfect  Forward
Secrecy-IKE
	DH group-2
	DH group-2

	Encryption Algorithm
	3 DES
	3 DES

	Hashing Algorithm
	SHA-1 / MD5
	SHA-1

	Renegotiate IKE SA every
	86400 second
	86400 second

	IPsec
	ESP
	ESP

	Perfect Forward
Secrecy-IPSEC
	DH Group-2
	DH Group-2

	Encryption 
Algorithm IPSEC
	DES ; 3DES ; AES
	3DES 

	Renegotiate IPSEC SA
Every
	3600
	3600

	Hashing Algorithm
IPSEC
	SHA-1 / MD5
	SHA-1



Traffic Control
Please specify services in use for this VPN connection under the following presentation:
Configuration parameters for FW Clients 
	Source Ip/m ask (IPs partner) 
	Destination Ip (MTN IPs)
	Port
	Service Description.

	192.168.20.0 /0
	USSD TC  
10.18.14.36
10.18.14.37
10.18.14.38
10.18.14.39

VASCLOUD
10.18.41.82
10.18.41.31
10.18.41.32
10.18.41.33
10.18.41.34
10.18.41.35 

Call details
10.18.33.67

DATA and SMS
10.18.33.67

API check ID
10.18.26.166

Business
10.102.128.96

Getbalance
10.102.199.13
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